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Claims 1-33 have been examined. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 
U.S.C. 102 that form the basis for the rejections under this section made in this 
Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 
122(b), by another filed in the United States before the invention by the applicant for patent or 
(2) a patent granted on an application for patent by another filed in the United States before 
the invention by the applicant for patent, except that an international application filed under 
the treaty defined in section 351(a) shall have the effects for purposes of this subsection of an 
application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

Claims 1-8,10,13-21 and 29-33 are rejected under 35 U.S.C. 102(e) as 
being anticipated by Yoshizawa et al (US Patent No. 6,470,380). 

1 . As per claim 1 , an information processing apparatus having a step of 
storing data into storage means, comprising: 

key input means for inputting a desired key code; (FIG. 22B is an illustrative 
drawing showing a key code (key information); and FIG. 23 is a flowchart of a 
process of generating data words in which each sub-word is comprised of a key 
code; address conversion means for converting a first address designating a 
storage position of said storage means for holding the data second address 
based on said desired key code inputted by said input means; (FIG. 13 is an 
illustrative drawing showing address conversion between a host processor and 
the signal processing accelerator); 

storage control means for storing said data a storage area of said storage means 
designated by said second address obtained by said address conversion means, 
(the memory control unit includes a key-data storage unit for storing key 
information, and controls the memory such that the memory is accessible from 
the external bus only when data matching the key information is provided from 
the external bus. Col 3, lines 20-25) 

2. As per claims 2,17 and 32, the information processing apparatus 
according to claim 1 , wherein said address conversion means performs mutually 
reversible conversion between said first address and said second address by the 
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same key code, (only when data matching the key information is provided from 
the external bus, col 3, lines 23-25). 

3. As per claims 3,18 and 33, the information processing apparatus 
according claim 2, wherein said address conversion means interchanges several 
address lines said first address based on the desired key code inputted by said 
key input means generate said second address. (Only when the signal- 
processing accelerator is used, should the DRAM 18 be allocated to the host- 
processor virtual-address space 51 as a memory accessible from the operating 
system. Once allocated, the DRAM 18 can serve as a venue through which data 
is exchanged between the host processor 31 and the signal-processing 
accelerator. Col 15, lines 38-50) 

4. As per claims 4 and 19, the information processing apparatus according 
claim 2, wherein if said data is image data, said address conversion means 
performs address conversion so as to interchange positions of a predetermined 
areas divided from the image. (FIG. 36 is a flowchart of a method of extracting a 
predetermined set of bits from supplied data and using the predetermined set for 
pattern check. Col 26, lines 30-33) 

5. As per claims 5 and 20, the information processing apparatus according 
claim 2, further comprising key code conversion means for generating a second 
key code from said input desired key code, (FIG. 26 is a flowchart of a process of 
generating data based on a key code so that the data has each bit thereof 
representing one bit of the key code in a time order; col 22, lines 35-37) 
wherein said address conversion means converts said first address to said 
second address based on said second key code. (FIG. 30 is a flowchart of a 
process of generating a plurality of data words such that the number of is 
included in a given data word is equal to a number that is represented by a 
corresponding input data word when a plurality of input data words are supplied, 
col 24, lines 10-15) 

6. As per claim 6, the information processing apparatus according to claim 
further comprising input selection means selecting one input destination from 
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plural data input destinations, (reference destinations by the input channel 41 
and the output channel 42 are changed. Col 9, lines 38-40) wherein data from 
the input destination selected by said input selection means is stored into said 
storage means, (the number of execution programs is the same as the number of 
the PEs 40 to be used. The user program loads the dynamic loading library 
RMI.API first, and, then, specifies the input-data origin, the output-data 
destination, names of the execution programs, and connections between the 
execution programs, col 9, lines 50-55) and (the resource-management program 
RMI selects a required number of PEs 40 from available PEs 40 stored in a free- 
resource stack 43, and allocates the selected PEs 40 to respective processing of 
the execution programs, col 9, lines 56-60) 

7. As per claim 7, the information processing apparatus according to claim 4, 
wherein said plural data input destinations include a scanner (rasterizing computation 
which scans interiors of the polygons after dividing the interiors into scan, col 10, lines 
15-18), large-capacity storage device (storage units, abstract) and communication 
device, (information processing units and communication links, col 2, lines 53-55) 

8. As per claim 8, the information processing apparatus according claim 
further comprising output selection means for selecting one destinations, output 
destination from plural data output wherein data read from said storage means 
outputted to the output destination selected by said output selection means, (the 
number of execution programs is the same as the number of the PEs 40 to be 
used. The user program loads the dynamic loading library RMI.API first, and, 
then, specifies the input-data origin, the output-data destination, names of the 
execution programs, and connections between the execution programs, col 9, 
lines 50-55) and (the resource-management program RMI selects a required 
number of PEs 40 from available PEs 40 stored in a free-resource stack 43, and 
allocates the selected PEs 40 to respective processing of the execution 
programs, col 9, lines 56-60) 
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9. As per claims 1 0 and 21 , the information processing apparatus according 
claim 1, wherein said data is image data, (image-data processing, col 7, line 15) 

10. As per claim 13, the information processing apparatus according to claim 
1, further comprising address conversion designation means for designating 
execution or non-execution of address conversion by said address conversion 
means, (the execution programs to be executed by the PEs 40 are written 
specifically for the signal-processing accelerator of FIG. 1 , and each of the 
execution programs may be a program module executed by the respective PEs 
40, which serves as a processing element. In this case, the number of execution 
programs is the same as the number of the PEs 40 to be used. The user 
program loads the dynamic loading library RMI.API first, and, then, specifies the 
input-data origin, the output-data destination, names of the execution programs, 
and connections between the execution programs, col 9, lines 41-55) 

11. As per claim 14, a data security method for the information processing 
apparatus in claim 1 , comprising the steps for encryption, storing input data into 
said storage means while converting an address by said address conversion 
means based on the desired key code inputted from said key input means, data 
as encrypted data data; for decryption, data into said storage means and 
outputting the outside and holding the storing said held data as input while 
converting the address by said address conversion means based on the same 
key code as said desired key code inputted from said key input means, and 
outputting the data as decrypted data to outside. (FIG. 22B is an illustrative 
drawing showing a key code (key information) col 21, lines 17-19); and (FIG. 23 
is a flowchart of a process of generating data words in which each sub-word is 
comprised of a key code, col 21 , lines 35-36) and (FIG. 1 3 is an illustrative 
drawing showing address conversion between a host processor and the signal 
processing accelerator, col 14, lines 60-63) and (the memory control unit 
includes a key-data storage unit for storing key information, and controls the 
memory such that the memory is accessible from the external bus only when 
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data matching the key information is provided from the external bus. Col 3, lines 
20-25) 

12. As per claim 15, a data security method for the information processing 
apparatus in claim 1, comprising the steps for encryption, storing said key code 
and input data into said storage means while converting an address by said 
address conversion means based on the desired key code inputted from said key 
input means, and outputting them as encrypted data to the outside and holding 
the data; and for decryption, storing said held data as input data into said storage 
means while converting the address by said address conversion means based 
on same key code as said desired key code reproduced from said held data, and 
outputting said data as decrypted data to the outside. (FIG. 22B is an illustrative 
drawing showing a key code (key information) col 21, lines 17-19); and (FIG. 23 
is a flowchart of a process of generating data words in which each sub-word is 
comprised of a key code, col 21 , lines 35-36) and (FIG. 13 is an illustrative 
drawing showing address conversion between a host processor and the signal 
processing accelerator, col 14, lines 60-63) and (the memory control unit 
includes a key-data storage unit for storing key information, and controls the 
memory such that the memory is accessible from the external bus only when 
data matching the key information is provided from the external bus. Col 3, lines 
20-25) 

13. As per claim 16, an information processing method for storing data into 
storage means, comprising: 

a key input step of inputting a desired key code; an address conversion step of 
converting a first address designating a storage position of said storage 
means for holding the data to a second address based on said desired key code 
inputted at said input step; and a storage control step of storing said data 
storage area of said storage means designated by said second address obtained 
at said address conversion step. (FIG. 22B is an illustrative drawing showing a 
key code (key information) col 21, lines 17-19); and (FIG. 23 is a flowchart of a 
process of generating data words in which each sub-word is comprised of a key 
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code, col 21, lines 35-36) and (FIG. 13 is an illustrative drawing showing address 
conversion between a host processor and the signal processing accelerator, col 
14, lines 60-63) and (the memory control unit includes a key-data storage unit for 
storing key information, and controls the memory such that the memory is 
accessible from the external bus only when data matching the key information is 
provided from the external bus. Col 3, lines 20-25) 

14. As per claim 29, a security method use of the information processing 
method in claim 16a computer, comprising the steps of: 

encrypting data by said information processing method and storing the data; and 
decrypting the stored encrypted data accordance with the same key as that used 
in encryption by said information processing. (FIG. 22B is an illustrative drawing 
showing a key code (key information), col 21, lines 17-19); and (FIG. 23 is a 
flowchart of a process of generating data words in which each sub-word is 
comprised of a key code, col 21 , lines 35-36) and (FIG. 1 3 is an illustrative 
drawing showing address conversion between a host processor and the signal 
processing accelerator, col 14, lines 60-63) and (the memory control unit 
includes a key-data storage unit for storing key information, and controls the 
memory such that the memory is accessible from the external bus only when 
data matching the key information is provided from the external bus. Col 3, lines 
20-25) 

15. As per claim 30, a storage medium for storing an information processing 
program in case of storing data storage means computer-readable format, 
wherein said information processing program 44 includes at least an address 
conversion step of converting a first address designating a storage position of 
said storage means for storing said data into a second address based on an 
input desired key code. (FIG. 22B is an illustrative drawing showing a key code 
(key information); col 21, lines 17-19) and (FIG. 23 is a flowchart of a process of 
generating data words in which each sub-word is comprised of a key code col 21 , 
lines 35-36) and (FIG. 13 is an illustrative drawing showing address conversion 
between a host processor and the signal processing accelerator, col 14, lines 60- 
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63) and (the memory control unit includes a key-data storage unit for storing key 
information, and controls the memory such that the memory is accessible from 
the external bus only when data matching the key information is provided from 
the external bus. Col 3, lines 20-25) 

16. As per claim 31, the storage medium according to claim 30, wherein said 
information processing program further includes: key input step of inputting a 
desired key code;a storage control step of storing said data into a storage area of 
said storage means designated by the second address obtained at said address 
conversion step. (FIG. 22B is an illustrative drawing showing a key code (key 
information); col 21, lines 17-19) and (FIG. 23 is a flowchart of a process of 
generating data words in which each sub-word is comprised of a key code, col 
21, lines 35-36) (FIG. 13 is an illustrative drawing showing address conversion 
between a host processor and the signal processing accelerator, col 14, lines 60- 
63); (the memory control unit includes a key-data storage unit for storing key 
information, and controls the memory such that the memory is accessible from 
the external bus only when data matching the key information is provided from 
the external bus. Col 3, lines 20-25) 



Claim Rejections - 35 USC§ 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 1 02 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

Claims 9, 11-12, 22-28 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Yoshizawa et al. (US Patent No. 6,470,380) and further in 
view of Nagashima (US Patent No. 6,088,454) 
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17. As per claim 9, Yoshizawa et al disclose an information processing 
apparatus wherein, a large-capacity storage device, a display and a 
communication device. Yoshizawa et al fail to teach said plural output 
destinations include a printer. However, Nagashima et al. disclose an invention 
where may be applied to either a system constituted by a plurality of equipments 
(e.g., a host computer, an interface device, a reader, a printer, and the like), or 
an apparatus consisting of a single equipment (e.g., a copying machine, a 
facsimile apparatus, or the like). Therefore, it would have been obvious to one of 
ordinary skill in the art at the time of invention was made to employ a printer in 
the invention in order to enhance the speed and performance of general-purpose 
processors. This has made it possible to use general-purpose processors for 
high-speed data processing. When compared with systems of dedicated 
hardware described above, systems employing such general-purpose processors 
are characterized in that software is used for achieving various signal processing 
functions. Such software-based systems for achieving various signal processing 
functions have advantages in that they are implemented at relatively low cost and 
have superior functional expandability when compared to the dedicated- 
hardware systems. 

18. As per claim 11, Yoshizawa et al. disclose an information processing, 
further comprising a scanner for inputting data to be stored in said storage 
means (rasterizing computation which scans interiors of the polygons after 
dividing the interiors into scan lines, col 10, lines 15-18). Yoshizawa et al fail to 
teach a copying machine for outputting data stored in said storage means 
wherein said information processing apparatus operates as a copying machine. 
However, Nagashima et al. disclose an invention where may be applied to either 
a system constituted by a plurality of equipments (e.g., a host computer, an 
interface device, a reader, a printer, and the like), or an apparatus consisting of a 
single equipment (e.g., a copying machine, a facsimile apparatus, or the like). 
Therefore, it would have been obvious to one of ordinary skill in the art at the 
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time of invention was made to employ a printer in the invention in order to 
enhance the speed and performance of general-purpose processors. This has 
made it possible to use general-purpose processors for high-speed data 
processing. When compared with systems of dedicated hardware described 
above, systems employing such general-purpose processors are characterized in 
that software is used for achieving various signal processing functions. Such 
software-based systems for achieving various signal processing functions have 
advantages in that they are implemented at relatively low cost and have superior 
functional expandability when compared to the dedicated-hardware systems. 

19. As per claim 12, Yoshizawa et al. disclose an information processing 
apparatus according wherein a scanner or communication device can selected 
as an input source for inputting data to be stored in said storage means, 
rasterizing computation which scans interiors of the polygons after dividing the 
interiors into scan lines, col 10, lines 15-18). Yoshizawa et al fail to teach a 
facsimile for outputting data stored in said storage means wherein said 
information processing apparatus operates as a facsimile machine. However, 
Nagashima et al. disclose an invention where may be applied to either a system 
constituted by a plurality of equipments (e.g., a host computer, an interface 
device, a reader, a printer, and the like), or an apparatus consisting of a single 
equipment (e.g., a copying machine, a facsimile apparatus, or the like). 
Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of invention was made to employ a printer in the invention in order to 
enhance the speed and performance of general-purpose processors. This has 
made it possible to use general-purpose processors for high-speed data 
processing. When compared with systems of dedicated hardware described 
above, systems employing such general-purpose processors are characterized in 
that software is used for achieving various signal processing functions. Such 
software-based systems for achieving various signal processing functions have 
advantages in that they are implemented at relatively low cost and have superior 
functional expandability when compared to the dedicated-hardware systems. 
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20. As per claim 22, Yoshizawa et al. disclose a security method in use of the 
information processing method a printer, comprising the steps of: 

encrypting received image data by said information processing method and print- 
outputting data; and reading the print-outputted encrypted data by a scanner or 
copying machine capable of decryption accordance with the same key as that 
used in encryption by said information processing method. Yoshizawa et al fail to 
teach a copying machine for outputting data stored in said storage means 
wherein said information processing apparatus operates as a facsimile machine. 
However, Nagashima et al. disclose an invention where may be applied to either 
a system constituted by a plurality of equipments (e.g., a host computer, an 
interface device, a reader, a printer, and the like), or an apparatus consisting of a 
single equipment (e.g., a copying machine, a facsimile apparatus, or the like, col 
10, lines 15-20)). Therefore, it would have been obvious to one of ordinary skill in 
the art at the time of invention was made to employ a printer in the invention in 
order to enhance the speed and performance of general-purpose processors. 
This has made it possible to use general-purpose processors for high-speed data 
processing. When compared with systems of dedicated hardware described 
above, systems employing such general-purpose processors are characterized in 
that software is used for achieving various signal processing functions. Such 
software-based systems for achieving various signal processing functions have 
advantages in that they are implemented at relatively low cost and have superior 
functional expandability when compared to the dedicated-hardware systems. 

21 . As per claim 23, Yoshizawa et al. disclose a security method in use of the 
information processing method, in a scanner, comprising the steps of: 
encrypting read image data by said processing method; and print-outputting or 
decoding the encrypted data by printer or computer capable of decryption 
accordance with the same key as by said information processing method. 
Yoshizawa et al fail to teach a copying machine for outputting data stored in said * 
storage means wherein said information processing apparatus operates as a 
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facsimile machine. However, Nagashima et al. disclose an invention where may 
be applied to either a system constituted by a plurality of equipments (e.g., a host 
computer, an interface device, a reader, a printer, and the like), or an apparatus 
consisting of a single equipment (e.g., a copying machine, a facsimile apparatus, 
or the like, col 10, lines 15-20). Therefore, it would have been obvious to one of 
ordinary skill in the art at the time of invention was made to employ a printer in 
the invention in order to enhance the speed and performance of general-purpose 
processors. This has made it possible to use general-purpose processors for 
high-speed data processing. When compared with systems of dedicated 
hardware described above, systems employing such general-purpose processors 
are characterized in that software is used for achieving various signal processing 
functions. Such software-based systems for achieving various signal processing 
functions have advantages in that they are implemented at relatively low cost and 
have superior functional expandability when compared to the dedicated- 
hardware systems. 



22. As per claim 24, Yoshizawa et al. disclose a security method in use of the 
information processing method in claim a copying machine, comprising the steps 
of: encrypting read image data by said information processing method and print- 
outputting the data; and reading the print-outputted encrypted data in 
accordance the same key as that used in encryption by said information 
processing method. Yoshizawa et al fail to teach a copying machine for 
outputting data stored in said storage means wherein said information processing 
apparatus operates as a facsimile machine. However, Nagashima et al. disclose 
an invention where may be applied to either a system constituted by a plurality of 
equipments (e.g., a host computer, an interface device, a reader, a printer, and 
the like), or an apparatus consisting of a single equipment (e.g., a copying 
machine, a facsimile apparatus, or the like, col 10, lines 15-20). Therefore, it 
would have been obvious to one of ordinary skill in the art at the time of invention 
was made to employ a printer in the invention in order to enhance the speed and 
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performance of general-purpose processors. This has made it possible to use 
general-purpose processors for high-speed data processing. When compared 
with systems of dedicated hardware described above, systems employing such 
general-purpose processors are characterized in that software is used for 
achieving various signal processing functions. Such software-based systems for 
achieving various signal processing functions have advantages in that they are 
implemented at relatively low cost and have superior functional expandability 
when compared to the dedicated-hardware systems. 

23. As per claim 25, Yoshizawa et al. disclose a security method in use of the 
information processing method in facsimile machine, comprising the steps 
encrypting read image data by said information processing method and 
transmitting the data; and decrypting the received encrypted data in accordance 
with the same key as that used in encryption said information processing method 
and print- outputting the data. Yoshizawa et al fail to teach a facsimile for 
outputting data stored in said storage means wherein said information processing 
apparatus operates as a facsimile machine. However, Nagashima et al. disclose 
an invention where may be applied to either a system constituted by a plurality of 
equipments (e.g., a host computer, an interface device, a reader, a printer, and 
the like), or an apparatus consisting of a single equipment (e.g., a copying 
machine, a facsimile apparatus, or the like, col 10, lines 15-20). Therefore, it 
would have been obvious to one of ordinary skill in the art at the time of invention 
was made to employ a printer in the invention in order to enhance the speed and 
performance of general-purpose processors. This has made it possible to use 
general-purpose processors for high-speed data processing. When compared 
with systems of dedicated hardware described above, systems employing such 
general-purpose processors are characterized in that software is used for 
achieving various signal processing functions. Such software-based systems for 
achieving various signal processing functions have advantages in that they are 
implemented at relatively low cost and have superior functional expandability 
when compared to the dedicated-hardware systems. 
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24. As per claim 26, a security method further comprising the steps of: 
print-outputting the received encrypted data; and reading the print-outputted encrypted 
data, decrypting the data accordance the same key as that used in encryption by said 
information processing method and print-outputting the data, (reading out and 
executing the program code stored in the storage medium by a computer (or a CPU or 
MPU) of the system or apparatus. Col 10, lines 24-25) and (there is provided an 
encryption system including a plurality of information processing apparatuses 
connected to each other through a communication line, comprising at least one first 
apparatus holding a secret key K and a plurality of second apparatuses secretly 
holding at least one piece of partial information K.sub.li (i=1, 2, . . . ) generated by 
secret sharing of the secret key K, the first and second apparatuses being connected 
to each other through the communication line, wherein the first apparatus can perform 
encryption and decryption alone, but the second apparatuses can perform encryption 
and decryption only by collecting not less than a predetermined number of pieces of 
partial information K.sub.1i.31,col 4, lines 17-29). Therefore, it would have been 
obvious to one of ordinary skill in the art at the time of invention was made to employ a 
printer in the invention in order to enhance the speed and performance of general- 
purpose processors. This has made it possible to use general-purpose processors for 
high-speed data processing. When compared with systems of dedicated hardware 
described above, systems employing such general-purpose processors are 
characterized in that software is used for achieving various signal processing functions. 
Such software-based systems for achieving various signal processing functions have 
advantages in that they are implemented at relatively low cost and have superior 
functional expandability when compared to the dedicated-hardware systems. 

25. As per claim 27, a security method in use of the information processing 
method in a communication device comprising the steps of: encrypting data by 
said information processing method and transmitting the data; and decrypting the 
received encrypted data in accordance with the same key as that used in 
encryption by said information processing method and print-outputting the data. 
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(there is provided an encryption system including a plurality of information 
processing apparatuses connected to each other through a communication line, 
comprising at least one first apparatus holding a secret key K and a plurality of 
second apparatuses secretly holding at least one piece of partial information 
K.sub.1 i (i=1 , 2, . . . ) generated by secret sharing of the secret key K, the first 
and second apparatuses being connected to each other through the 
communication line, wherein the first apparatus can perform encryption and 
decryption alone, but the second apparatuses can perform encryption and 
decryption only by collecting not less than a predetermined number of pieces of 
partial information K.sub.1 i. 31, col 4, lines 17-29). Therefore, it would have been 
obvious to one of ordinary skill in the art at the time of invention was made to 
employ a printer in the invention in order to enhance the speed and performance 
of general-purpose processors. This has made it possible to use general-purpose 
processors for high-speed data processing. When compared with systems of 
dedicated hardware described above, systems employing such general-purpose 
processors are characterized in that software is used for achieving various signal 
processing functions. Such software-based systems for achieving various signal 
processing functions have advantages in that they are implemented at relatively 
low cost and have superior functional expandability when compared to the 
dedicated-hardware systems. 

26. As per claim 28, the security method according to claim wherein said key 
is embedded in an encryption key to be transmitted, (there is provided an 
encryption system including a plurality of information processing apparatuses 
connected to each other through a communication line, comprising at least one 
first apparatus holding a secret key K and a plurality of second apparatuses 
secretly holding at least one piece of partial information K.sub.1 i (i=1, 2, . . . ) 
generated by secret sharing of the secret key K, the first and second 
apparatuses being connected to each other through the communication line, 
wherein the first apparatus can perform encryption and decryption alone, but 
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the second apparatuses can perform encryption and decryption only by collecting 
not less than a predetermined number of pieces of partial information K.sub.li. 
col 4, lines 17-29). Therefore, it would have been obvious to one of ordinary skill 
in the art at the time of invention was made to employ a printer in the invention in 
order to enhance the speed and performance of general-purpose processors. 
This has made it possible to use general-purpose processors for high-speed data 
processing. When compared with systems of dedicated hardware described 
above, systems employing such general-purpose processors are characterized in 
that software is used for achieving various signal processing functions. Such 
software-based systems for achieving various signal processing functions have 
advantages in that they are implemented at relatively low cost and have superior 
functional expandability when compared to the dedicated-hardware systems. 



Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Mitra Kianersi whose telephone number is 
(703) 305-4650. The examiner can normally be reached on 7:00AM-4:00PM. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, David Wiley can be reached on (703) 308-5221 . The fax 
phone number for the organization where this application or proceeding is 
assigned is 703-872-9306. 



Conclusion 



Mitra Kianersi 
July/26/2004 




